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What Al can do for you

e Alis a group of processes to apply algorithms to data in order
to find or match patterns - replicate the judgement of an
analyst

e Strength is scale: simultaneously scan through the tracks of
hundreds of thousands of vessels for behaviors of interest,
monitor large swaths of ocean for dark vessels, process
years of retrospective analysis, and more

e Alis a support for, not a replacement of, analyst expertise to
guide ultimate decisionmaking



Useful terms

Artificial Intelligence (Al): A large family of algorithms used to find and make
judgements based on patterns in data.

Computer Vision: Algorithms within Al designed to apply to image data. Facial
recognition is an example of computer vision.

Time series analysis: Algorithms within Al designed to apply to data with a time
dimension. Many forms of behavior identification are examples of this.

Natural Language Processing: Algorithms within Al designed to apply to text. For
example, “reading” a news article to automatically identify the subject and tone would be
accomplished with natural language processing.

Labeled data: “Correct” examples of the task an Al algorithm should accomplish, usually

provided by human analysts. Not all Al requires this, but examples discussed in this
presentation would.



Where to start

e Think in terms of “What do | have” and “What do | want to know” (“data” and
“question”)

e These fundamentally inform each other

e Example 1: If | want to know every vessel who is visiting a particular area and what |
have is AlS, my ability to answer that question is limited. Imagery or other
non-voluntary sources should be explored.

e Example 2: | am interested in the behavior/pattern of life of a particular type of or
group of vessels - here imagery isn’t going to work, because it's very challenging to
infer behavior from infrequent data. AIS, VMS, or similar are good here.

Rule of thumb: If an analyst could answer your question with the data you have
given years or a lot of resources, it’'s a good candidate for Al-based analysis.



Al-friendly questions
More structure to your question = better results

When is a vessel doing
something illegal?

VS

When is a vessel doing
something suspicious?

VS

When is a vessel
fishing using a
particular gear type?

When is a vessel
fishing near a
restricted area?



Behavior Identification: Dark Rendezvous

/3 Dark Rendezvous
2021-04-24T10:43:21Z
Duration: 08:28:29
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Activity alert details X

/'; Type
Date/Time

Location

Lat, Lon: 14.1092, 141.1072

Duration

Higjh Dark Rendezvous 08:28:29

2021-04-24T10:43:21Z

Show tracks

Possible rendezvous partners
No partners found

TAI XIANG

China

MMSI 412203740
IMO 9005625
Call Sign  BAPI
Control Country  CHN
Owner CHN
Vessel Type  Fish Carrier
Length 84
Width 13
LastPOC  Lae, PNG

Non-PSMA

Rendezvous History

All Rendezvous 94
Types

[} Vessel Details

Identification via Al of
vessel rendezvous
when only one vessel

appears on AlS.
Currently in Skylight.

_/'; Duration

Tracks displayed from:

high 08:2829  9071.04-22T10:43:21Z to
2021-04-26T10:43:21Z

U “ TAI XIANG

KNS

30 nm

Hide tracks

AIS Gap =2 hours

13° 58' 41.52" N 139° 37' 54.84" E
Lat, Lon: 13.9782, 139.6319




Behavior Identification: Marked Fishing Gear

o Identify AlS transponders attached to fishing
gear distinctly from transponders on vessels

o Identify if attached to gear by metadata and
recent behavior

o Filter out two-sided rendezvous and (in the
future) identify contribution to fishing effort
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CASE STUDY: SKYLIGHT USE IN CABO VERDE

Guiding air patrOI towa rds ; | Cabo Verde FY2021Cone§:§cz:fa ggﬁ?ﬁ"i‘g'ss’zggf?ﬁn
suspicious maneuvers and loitering @33@“0‘ e kot - potent ,’:’":’“"“

ulcan ylight — FPotentia endevous
// Dec - Apr 2021 < SKYLIGHT § v e e

« Skylight collected satellite radar (SAR) - . .

and gave the Cabo Verde Coast Guard 0
and US Navy access to Skylight during : . e ——
the anti-narcotics and -IUUF operation

* When preparing weekly pre-flight briefs,
the agencies first checked Skylight for “”‘:o‘aua =
dark rendezvous events and dark
detections because of their low density

* Those events were double checked on
SeaVision and then made into ‘contacts
of interest’ for the flight.

Dark Contact 100 Meter __
19.5747, 23,4439

US Navy Africa: “[Dark Rendezvous] events have helped detect subtle changes in the environment, pattern-of-life, and focus... | may know
that a contact was idle because | have a view set up in for less than 5 knots, but | don’t necessarily have the indication like what the Al pulls out
for me... I've found fishing vessels slowing down and picking up their lines, three reefers that were loitering in the area potentially
transshipping.. the activity is not always illegal but it interesting and | can make them contacts of interest for the flight.”



CASE STUDY: WESTERN INDIAN OCEAN

: S YLIG HT & Find vessel by Name, MMS], I
N for rvation _—

r Conset

Last Refreshed 4 Minutes Ago  C Refresh now

Detecting large vessels suddenly loitering

/1 Sept 2020 - Ongoing

* The Regional Coordination and Operations Centre
(Indian Ocean) uses Skylight alerts every day to detect s .
suspicious movements in a region over 7 million km2 e i

« Dark Rendezvous alerts can identify vessels like M/V :

STl Grace unexpectedly loitering on their way to port.

Dark Rendezvous

[[@][a][1T][+]

+ RCOC informed Kenyan authorities to inspect the E’ STI GRACE
vessel and the captain managed to prove that he had ‘ Masshall lalands
paused in the area not to clean bilge, but to take MMSI 538006356
instructions from the vessels owner to enter a IMO 9722584
different port due to piracy concerns. Call Sign  V7MH6
« RCOC thought the knowledge of these decisions was Vessel Type  Unknown anaeasca:
beneficial to their maritime domain awareness of the L::::: 26
area and the deterrence effect was positive: “They Tonnage -

know we are watching.” LastPOC  Yosu, KOR

PSMA




Behavior ldentification: Fishing
Using AIS or VMS track data to

automatically identify fishing activity, and

determine what gear type is in use.

In active development for Skylight.
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Squid Jigging

Purse Seining



Behavior Identification: Data Considerations

Model learns from labeled examples to look for more examples

This is an example track section of a longliner setting and recovering a line
Green is AlS position points labeled as fishing behavior, red is transiting
Data for models are just numbers; critical to ask how you are representing

*®

@ @
@ o A ".’ track_id rec send type| mmsi | nav] lon lat_| sop | cog | hd | rot | depth [distzco] distzport[Fiy] A

4069960:154 [2020-01-13120:42.232_|2020-01-13120:42.192| 1| 224069960| 7| 20387835| 36930602 7| 93| 61| 0| —4190| 412 25000] 2

4069960:154 [2020-01-13T20:59:027_|2020-01-13T20:44:47Z] 1| 224069960| 7| 2038127| 3693082 7| 91| 511| 0 —418s| 412 25000] 2|

4069960:154 [2020-01-13121:12:152_|2020-01-13T21:08:10Z] 1| 224069960| 7| -20.326478| 36.948647| 6| 54| 511| 0| 4028 416 25000] 2

@ @ St 12020-01-13721:29:58Z | 1]224069960] 7| 20305245 36.96027| 8| s7[511[ o] -3957] 419] 25000 2|

1| 224069960 7| -20.237773| 36.994915 HEEIED 0 3r28| a7 25000 2

4 3[224069960| 7| -20.140088| 37.039508] 7| 61| 511| 0| 3795 434] 25000] 2

L4 | Z24teo60] 7] 20101208  37.057467| 8] Sa| 511] 0| -3sea| 37| _zsoo0| 2

o o | 1[224069960| 7| -20059193| 37.076352| 8| 67| 511] 0| -3859| 441 2s000| 2|

1[224069960| 7| -19.958912| 37.126167| 4| 276(511| 0| 357 451] 25000] 2

| 1] 224069960 7| -19.960435| 37.128398] 2| 279|S11| 0| 3513 448 25000] 2

1] 224069960 7| 2000933] 37.131103| 4| 278| 51| 0| 3261| 444 25000] 2

1[224069960| 7| 20004223| 37.128568] 2| 98| 511| 0| 3289 444] 25000] 2|

1[224069960| 7| -20003418| 37.128417| 2| 109] 511| 0| -337a| 44| 25000 2

2020-01-14T01:56:202] 1] 224069960| 7| 19.987108| 37.126443| 1| 99| §11| 0| 3513 448 25000] 2

Py 2020-01-14T0230297] 1| 224069960( 7| 19.97216| 37.125992| 3| 88| 51| 0| 3579] 448 25000] 2|

'4069960:154 [2020-01-14T02:35:207_|2020-01-14T0232.407] 1| 224069960| 7| 19.971302| 37.126003| 1| 82| 511| 0| -3579] 448 25000] 2

4069960:154 [2020-01-14T03:08:53Z 1] 224069960 7| 19.95795 37.125433| 1| 86| 511 0| -357| 451 25000 2

4069960:154 1] 224069960] 7| -19.955683| 37125467 2| 84| 511| 0| -3657| 451| 25000 2|

4069960:154 [2020-01-14T03:14:207_|2020-01-14T03:14:19Z] 1| 224069960| 7| 19.954765| 37.125512| 2| 78| 511| 0| 3657 451 25000] 2

[2020-01-14T04:03:07Z_|2020-01-14T03:42.48Z] 1] 224069960| 7| -19.943347| 37.125467| 0| 90|511| 0| 384 451| 25000] 2

2020.01-14T04:46:502] 1] 224069960| 7| 19.918875| 37.124957| 0| 84| 51| 0| 3750] 455  25000] 2

2020-01-14T05:02:12Z | 1| 224089960] 7| 19.915072| 37.124995] 1| 84| 511| 0| 3750 55| 25000] 2|

2020-01-14T05:30:01Z_|2020-01-14T05:28:10Z] 1| 224069960| 7|  -19.9047| 37.124908| 1| 85| 511| 0| -3766| 455 25000] 2

2020-01-14T05:38:412_|2020-01-14T05:38:362] 1] 224069960| 7| 19.901212| 37.124945 2| 83| 61| 0| -3798| 455  25000] 2

2020-01-14T06:0239Z] 1] 224069960| 7| -19.893457| 37.125763] 0| 88| 511] 0 4ss|  25000] 2|

1[224069960| 7| -19.890232| 37.109642] 8| 204|511| 0| 3903 55| 25000] 2

| 1] 224069960] 7| -19.891672| 37.106752] 6| 206|511| 0| -3903| 4s5| 25000] 2|

1] 224069960 7| 19.894693] 37.100617| 7| 192| 511| 0| 3928] 455  25000] 2

1[224069960| 7| -19.924583| 37.069885| 8| 29| 511| 0| -3915| 451] 25000] 2|

\2069960:154 [2020-01-14T07:26:01Z_|2020-01-14T07:25:40Z| 1| 224069960| 7| -19.944462| 37.059837| 6| 252| 511| 0| -3933| 451| 25000] 2




Behavior Identification: Structuring Data

Example of converting raw AlS into an approximation of operator decisions -
significant benefits for behavior identification. Just one example of helpful structure

'\o o &~

Summarize points where the vessel is going at the
same heading and speed into segments

Take into

account overall
characteristics

like reporting
frequency

Call out points where there was an
intentional decision to slow down or turn




Vessel Detection

o Computer vision - application of Al to image processing

o Vessel detection to entire scenes is labor-intensive

e Al can be used to ID vessels in electro-optical imagery (left), synthetic
aperture radar imagery (right), and other remote sensmg modalities




Vessel Type Classification

e Documented cases of deception in
self-reported vessel type
(“pleasure” instead of “fishing”
common substitution)

o Often indicative of IUU fishing

o Assignment of probable type of
vessel through behavior, freeing
from reliance on self-reported
information



Fleet Identification

o Automatic association of affiliated or
similar vessels

o Enables more effective supply chain
analysis and estimation

o Possible data sources can include
o Naming conventions
o Behavior - association with/resupply by
common vessels
o  Ownership information, if known
o Pattern of life from port visits




Logbook digitization

Logbook examination
critical tool for
investigation, particularly
looking for IUU fishing
Paper documents
labor-intensive to search
through

Combination of computer
vision and natural
language processing
Enables identification of
suspicious patterns

Pago | el

FISHING ACTIVITY IN BASE PORT ,
( One Vessel Category - Fleet) \

Form 5

For sample-based approach
f = | Time period
|| Province | | [From(aat) | | ‘
Ereamicade " To (e} 1
incoder | Namear of days ‘

VESSEL: MARIA DATE:. MARCH 2,1990
Carveant ©
TUNA FISHING -~ RECORD OF SETS
oo g | | AT e B T —
|

appron8 s

Fulload 5101, Fish. Gave 10lons 511 N Az, 1 fagged SKipjack #P1742,

U.S. PACIFIC HMS HOOK AND LINE FISHING INFORMATION

B e COAST GUARD DOCUMENT NO. LANDING RECEIPT NUMBERS FOR THIS TRIP
STATE MARINE BOARD NO 2123456
JAPTAN'SNAME ~ _JOHN DOE (e.9. WN1234AB) 1234567 ———
ARRIVAL
JEPARTURE PORT _NEWPORT PORT _ILWACO PORTLANDED _ILWACO Lookigto . Goud s
ARRIVAL TOTAL POUNDS
JEPARTUREDATE _7/4/1999 DATE _812/1999 LANDED FROM TRIP _43,507
M/ OB 7YV M B TVYYY) e, Cook recevad T s dorin P
'RIMARY GEAR USED ON THIS TRIP TROLL[X] POLE & LINE [] ROD & REEL []
TR ————
DATE LATITUDE LONGITUDE TARGET CATCH 8 BYCATCH
FISHING & COMMENTS (No. gill net vessels in area, % gill net
= = 2 B . marked fish, amount of bai and birds in area, at-sea
AM DD/ YYYY DEG MIN NS DEG MIN [EW | SPECIES NAME KEP‘T DISCARD % SPECIES KEP’T DlSdRD transshipments, etc.)
@ ALBACORE
|iinporr | 8) VELLOWFIN o [ 0
71411999 |QTRANSIT | 44 4 [N | 126 22 | W | C)BLUEFIN 0 0 0 LEFT AT 10:00 AM
3FISHING
@ ALBACORE
JUNPORT B) YELLOWFIN
71511999 | prmans | 44 | 52 | N| 138 | 15 | W | cymLuerm 0 0 15 RUNNING TO OFFSHORE AREA =
[GFISHING | D) Curoson
]
\CORE G place of
A INPORT ©) YELLOWFIN cparaton
71611999 | prmanst | 45 | 03 | N | 142 | 16 | W | C)miEFN 15 3 15 3 PEANUTS DUMPED
gilsHlNG D) — —— “
ALBACORE
s Bt | !
71711999 | prmanst | 45 | 12 |N| 146 | 08 | W C)mLiERN 33 2 15
["@FISHING | D)_\ &£
| ALBACORE
LINPORT; 8) YELLOWFIN
7181999 | prransit | 45 | 17 | N [7148 | 06 | W | c)Brueem 21 0 15 — '
["@FISHING | D)
ALBACORE - -
1IN PORT ) SKIPJACK | 0 5
71911999 | prranst | 45 | 03 | N | 148" | 12| W| c)eLuern a2 0 15 GOOD BIRD SIGNS ! =
[ @FISHING | D)
ALBACORE —_—
1 INPORT. @' ALBACORE. SKIPJACK | 0 1
711011999 | pransT | 45 | 01 | N | 148 | 50 | W | c)mLUERIN 68 0 15 LOTS OF MARKS. NOT MANY BITERS
OFISHING D) —_—
| certty that the above information o 1o the best Signature:  Jotm Dot

Date: 8/3/1999
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Takeaways

e Al's strength is scale

e Al is an augmentation to, not a replacement of, analyst
expertise

e Many possible questions addressable with Al tools
e Carefully consider data representation

e Al does better with a more defined and
well-represented problem.

Thank you for your interest!

Contact: rosehe@vulcan.com



mailto:roseh@vulcan.com

Discussion questions/additional topics

1.  How might Al-generated analysis fit into current analyst workflow?

2. What problems do you have that Al might be applied to solving?

3. Do you have access to any unique data sources not mentioned here that
might be good candidates for Al?

4. Could labeled data be curated from activities currently undertaken by analysts
or regulatory enforcement activities? For example, fisheries observer data?

5. How would you validate or act on Al-generated analysis?

6. What are concerns you have about using Al?



Thank You




